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Fault Management in Network Virtualization Environment

Wang Ying,Guan Lu
(State Key Laboratory of Networking and Switching, Beijing University of Posts and

Telecommunications, Beijing 100876, China)

Abstract: Network virtualization is one of the important features and evolving directions of future network. It is very
important for the robustness, survivability and manageability of the network virtualization environment (NVE) to
localize fault timely and accurately as well as recover from fault quickly. However, traditional fault management
mechanisms could not deal with such features of NVE as enlarged scale, multi-layer and uncertainty of mapping

relationships. It is necessary to research fault management mechanisms for NVE. The fault management process in

NVE was presented, and a survey of some recent work on this topic was offered.

Key words: network virtualization, fault detection, fault localization, fault recovery

1 3l

WM P 2 R FREFH DB BAR LN 7
FE ) F AP0 28 O 72 19 58 O A B Al i il 451
B4 B R T AL ZR B R L E17 24 WA
AR I H AR — KR R W % i AT
SRR R 4 b £ Rk R 4 4 I LA O R
BIER,

TE W) 245 HE A R 358 v, A 450 0 0 2% IR 55 42 1L 7 (ISP)
3 AL Rl R 4 L R (InP ) AR 55 B AL 7Y (SP) . R %

i}

44

il 45 1 R 7 3 5 G U W B 4 SRR RO L M 55 A
3 REL 5% JER 2= A LR AL, L O 0L 0 4% O 5 R 400 99 4% L
FR PR PSRRI A 8 SCRKRE SP 3t — 202y B O
10010 26 2 A3 7 0 P R R 0 4% AULAK B i T B
A AEHOR b A 1 AT 2 A0 i B SRR 4R it T
[ RE (R 20 b ik 3t 5 iR 2 R 0 o 4 1 X A Rl
F R 2 W S Iz A, AT DAL , 7R R I8 2 3R 85 v R
MR 2% 2 FRam AT H AR R R0 2% B ORI T 4 1Y
D A A A R B R0 % I 0040 T 5 R i i v
— N AE B TR



BERF 2013 £% 84

Y (R 24 T R O Y R0 4% i
Sy b 2 B I i R0 2% B O X ) 4
HEAT W R DR 1 A S DA TS T i ik
s 47 00 4% 0 R 132 A7 M 5 B, SR T R 28 R 41
RFRIE I AL 190 468 R 47 K T I 4% 1 B, D8 I 45 IR
A TR S SHC A 9 X S22 7 JE 5 AR B R 7 R A1 T 8
i B IR e R R DL 00 2% 5 S A R
0 0100 245 0 4 00 24 ] W B3O R B0 E | 4 R
L 8 B 5 I Wl O — T B B2 e 5 U A I LI 2%
A0y B 245 0 5 R RE A R g IR B RS S 7 T
SR o 199 2% 1 401l PR 055 T Y 0 R K A2 AL R AR K 9 B
R o T A 4t TP [0 Bl PR 0 6 Ak 2 AL o T 1 S
T B SR UCHY ] 4 TE Ak B A R T A 2
WO ELAR BB XA O o 2% KR A st — 2 A AL
i ZEA 1A A A AL, L6 A 2 K 0 R0 24
BAR S AT R, I o o 3 % REE 901 190 4 I 17 2 £
RS 12 A A 190 28 I 55 ARG i P AR A2, AT 9 T
DL IR0 245 B LA A A A 4 A A

2 MEELBUETHEEESERRE

o 26 M 40 o PR35 T il o A i R 3 A 4R
Ml 5 L R h — R BV EREE, IR GRS R IR 245 5L 3K
TR P 4 BOROR A (5 S 5 s HDAEIR (5 B R 45 2 M 4 o
FR 4 A2 A 5 TR0 W 3 R ) AR B B e T
FRY AL, e R A0 00 4% B A o7 AR I 55 7048 B0 950 P 1 4% £ O
e ERF 306 9% 0 2 PR AR E D/ i e el R
iR
¥ 2% 18 100 PG B0 35 T B B i R AR 1 B, 4% B
Befi gk anF
o RPN B B 0 1] R % v Rk R TR B
R AT A LD R LB Y TR IR
SETRMAE B o 0B/ TR X 190 2% 4 119 52 o O 4 25
12T 0% 4 B B B o 5 a0 A0 5 s 2 B
o i B RS A
o BORRE L B B A TR B O 2 R A R A ) 2
fY B e BT, a8 AT B2 I 0 AR 2 W
S TE 9 28 B0 558 1P 2 780 R AR S SR A A e U
HEHCBRIR B B SRR R A R 4k 5 I
PR 2 118 4T IRE

o OB B B 0 R OR IR IR A R T R

i
Y

KRR, OB
HERIRZEAE B
I

L

Y
BT REHE R
HEATHRS W

e

s b e 5 R~
T

it
W Y

R Y G
7

TiSE A A PR
BRI U %

AR TC IR T
%W%f%

2/

TRABBIRR S 7 &
TR AE 100 2 St

PO A R

T JH B0 e B 0 8 27 5 5 RS R B R
SRR AR S 7 5%, WA B R G AR e e A A
B W IRy e R 2% L 5 R AT RO e 2
0B U G O R A R T R R A U R R
34773108 O A R R SR W, X 26 SR W £ B AL
M A A AN R, R TR TR
R 0 4% Tt HE AT R R, SE BRI

3 MEEMLIE THEEENHRTE

T IR0 245 HE AUL00 3 358 £ A O BT 8 ik o 8 R
3 KEEIRA, B TN 4 0 UL PO O e A G
PR LI 3 A KA
o B0 A A R B R R 4 B Rk A
o B BV R RS AL R i A R
PR TR ALE AR SR A Bl AR
RS, i A2 M 55 R AR SO BB R
B T A AR B3k 3 A7 TR 1] A 4 N 4% O A
MIR ST OB BB SET7 6 I 20 B KB %
3.1 HEHRMHH
o0 265 1 LA IR B2 75 A — R R MR T R A
£ 2 BRI 7 2k R BRI 0 24 A BRoR S | 3 i  3 1
2% R TR TR A R B B3R [ A5 SR A M 2 1
B 5 S AT di 2 {6 i B, 90 2% 0 A SR 5 AL B2 19 )
L0 245 35 it £ S AT SCHE N 1 A 22 A7 1 R 400 R0 4 Aot
A A AR IR 4% £ B B AR £ P A SRR

45



7o A
RN T ARRMEGEREMRRERA

RSO0 2R T R0 2 1) 245 A B 12 M o S A K 1
TEAH X R 000 15 T 1 i BF e 60 5 A4 4 o 7™ i Y
SR o Ay DR TIE RN 2 T A4 (5] IRF I A0 PR RS 00 A
SR Ay 10 4% 0 0 W A A 9 T , 75 0T e R 3
AL, BB R B3 B WA T« 2R B 4 2 9 08 A A 4R
v i IR AL

2% SCRR[2~ 13 1R AN ] 89 7 3 Al A 32 3l #0342
R A, DR TR R RBUE 2 0 R
B TR o S RT R AR T 5 A BE AR 00 4% R AULA R 85
(K10 26 MURE e K, BB 5T h T R R R B w0 TR
AL 00 2% O B R T V3 T, A bt B S A A
(R WG PR B 5 T 6 0 0, FRIE I 2 P 1 #R 4 45 7E RE
IR U B DL AT HR T, AT AR /N R B S ML
B S SCHR[14~1TVBFTE 1 400 385 5 1 356 45 (1 L, LU ]
B 1 TR0 3 AR A IR0 % A Y A R D T
IPTHE 4% AL IR T, SR ot A3 oy T 2 0L 4 9
SIAAFAER B2 0B E P, ] BRI R i
B A L R PR w5 P 7 0 0 R L X ) 4 404
WS Mt — B I
3.2 WFEREfHH

¥ 245 HE 0P 9 058 T ) 12 T 7 e e A 2
Joi | R L AR A ) EL A R RO Y

AR AL IR T B 00 % v R A AR (PR BT OR
o] 25 2R ) 22 T AR O 2% e e S B 22 T
iy 5 AL o oy T ADLAK 90 2 o A R 2 J2 R G TR
Ve GO BERLAE T SR B S AR TR AR E S TR
AU 00 4% () i o A2 £ 150 2 R0 e 12 A ) — A B 5T
WA

TE A 50 A R B A Sl b G BB X AN R 4
(R R PR BET 000 AL AR DL 1) B2 W 7 kI MK D 2 1 B
JE 27 SCIR[18~ 241 JE A TR R 58 F BB 2 W7 i 15
R 28 AL ER IR T, RS2 £ B T 22 o 400 00 4% £ 328 ) 1
72 I 245 R AU AL AR — A 53 e TR R R B IR B T R 4R
J2 I 2% B4 BB AT 0 DR 2 A 19 S S PR R L
I 1546 5 22 OO 248 0 5 1 B Y 5K AR S AR L X T R A R 2%
SEOERAR R A AT RAY 5 EL T 0 2 R AR R R B
T JER V2 0 AR i O 0 1) 4 4 R A R O 0 A
FORAR B Ll e 5K BB G0y 78 IR 2 1R 5% B B 1
0T A R o 0 R AL Al A R Y 2
2 V0 245 M AU A PRI A DR [

46

33 #WERENF

P 24 R 400l B0 58 A i R K S AL b S 10 % Y T A
PRt RN CRAR S AL T e O A K S R AL
245 VR R 1 55 V) 4 3 0 PR 0 2% 47 6 UL 0 T S Y S
VRIS 8L 1, dic A R ik /> 5 s i R RS20 ATt
WA S L AR T b R R R A Y U R )
57 SCHR[1,25~31 |5 17 6 400 90 28 WA S5 I R K T 3¢ 2
R 2 WG A OE e AT, BOR % 189 2% R 9 15 20
P 24 i o A A LT D 7 A 0 B U TP Y A B T LA
3R TR TR O AR A LT R TG R A R R
RN

AR TRR B R AL S L R O &
(9 5 58 DR TIE R 400 9 2% 1 B A A, 3K 2K ) AL A A
Fr R W1 A AE R R B2 B 3 1) A (survivable virtual
network embedding, SVNE), £% SCHK[32])8 ) T —F L F
Oy S B 1 L A 5 0 LB R R 3 T kL % TR
A LLARAIE 2 40 306 Bl B i PR A2 . 7% SCRR[33,34] i 1o
FEE 0L 90 3 K () 4 F0 47 e AT B S5 4 S8 U 1 3 2K ) 1 B B
T R S B — I £ T AP R AT R IR 5 — B
B o V5 0 TC A 15 5 R BB IR B VN R YR —
ANTTE P 55 00 BB TR TS0 90 4% S 30 4 ) 4%
i, PR AE 55— W B e 4 g ) 4% L AR S B B ] 3
1o JRURT 8 AL 52 T U e/ B R Al R X R IR TR
fife e ) [0 B, 27 SCHR[3SIBF K 1 i A7 Hb 380 s 5 24 ) R
— BT AR AR & 5% SCRR[36]BF Y T — X
SRR A T R BRI A

TG T 990 BR A W Ak S L R R S R T B
I BN ZJ5 A 23 il A AT o 38, X T 4P 2 B i) 4 )
B, SR UECHE 2% 10 7 ok TRORE T e 2 B i) 26 K ) I 3
1o g 52 BB e R A0 U R ) 0 B O O %
i P00 % U T I S 0 4 B R R b SRR R R, X
IF] 0 F0F 5 24 T X /0 — o d R 1) R 00 9 U o B S
i AL LS 2 D) RS () B G 2 6 A R AR L R
57 EFL by R — A~ 37 B W0 e 1 R 0L IR 4 R 5 T IR
W IR 77 %8 o P TR SR T A 52 B I ) 40 % 1
RORW S %07 B A R K & T8, 23 R B b
(] ) R 45 v 8 T W T 0 B O A L AR I —
WU i A 1 6 S A S 0 33k 2% i) R Y 5 T DDA 4 /DN
e S5 T3k 56 A G 2 00 LS O 1 9 LA T FE S 2 3
T T O 0L UL A0 T I S 4 3 B R



BERF 2013 £% 84

B LI OHE ] B U 0B 7 7R A K B UL R U ) B
BER BRI | A\ ST A 9 1ok 2 0 2 Y U R
A A M R BT IR 25 SRR (38R X i &L Bt F 52
B — Yy B R R IR IR, SN b T B IR A
BRA% A7 i i BUOL AR VAR S 0 oll 55 A1 D0, KT I
2 IR 7 £ 2R A5 A T 08 2 6 T 4R 5 Y B A B 7 % U
A B4 2 T e AR 0 400 95 ) 28 T 0 S5
(USRI

4 L5

I 26 K 4004 B 55 T B T X T R0 4% 00 A
T A | A A R T A R B
I 2 o o o 0 4% i O ok 3 o 5 K A R,
i 30K 75 16T R B 9 5 22 8 AR e 7 AR A
3 ANTIE, TEACRE IR 6B 05 T  BE X 2 0 AL R
B T W MUBEY R AR, W BB SO0 AL i R L,
SRRl RS 5 2 0 00 A e PEBIL I 78 B 7E B Y BF
GETTTHL, 500 22 J2 190 2% LA e HE 400 19 2% 0 ) B 00 2% [ ke 5 5K
RN E VR L T BT 45 IR LA PR T A
L R 152 DL AT IOE 9 B RRE2 Wi iy ¥: 7 e B A I 7
AT, SF 0 100 26 0 4000 PR 05 T % IR 95 i B R T EEBE R
B B A S SR A R R % B R b R U
TR I A MG HL ik 29 B 2% D B R T 6

2 % ik

I Yu M L, Yung Yi, Rexford J, et al. Rethinking virtual network
embedding: substrate support for path splitting and migration.
ACM SIGCOMM CCR, 2008,38(2):17~29

2 Brodie M, Rish I, Ma S, et al. Active probing strategies for
problem diagnosis in distributed systems. Proceedings of
International Joint Conference on Artificial Intelligence (IJCAI’
03), Acapulco, Mexico, 2003

3 Rish I, Brodie M, Odintsova N, et al. Real-time problem
determination in distributed
Proceedings of IEEE/IFIP  Network Operations
Symposium (NOMS’04), Seoul, South Korea, 2004:133~146

4 Rish I, Brodie M, Odintsova N, et al. Adaptive diagnosis in
distributed systems. IEEE Trans Neural Networks, 2005,16 (5):
1088~1109

5 Tang Y, Al-Shaer E, Boutaba R. Active integrated fault

systems using active probing.

Management

localization in communication networks. Proceedings of IEEE/
IFIP Symposium  on
Management (IM’05), Nice, France, 2005:543~556

International Integrated ~ Network

19

20

Tang Y, Al-Shaer E, Boutaba R. Efficient fault diagnosis using
incremental alarm correlation and active investigation for internet
and overlay networks. IEEE Trans

Management, 2008,5(1):36~49

Network and Service
Natu M, Sethi A S. Probabilistic fault diagnosis using adaptive
probing. Proceedings of DSOM, SanJos, USA, 2007: 38~49

Natu M, Sethi A S. Application of adaptive probing for fault
diagnosis in computer networks. Proceedings of IEEE/IFIP
Network Operations Management Symp (NOMS’08), Salvador,
Brazil, 2008: 1055~1060

Zheng A X, Rish I, Beygelzimer A. Efficient test selection in
active diagnosis via entropy approximation.

Uncertainty in Al (UAI’ 05), Edinburgh, scotland, 2005

Proceedings  of

Cheng L. Efficient active probing for fault diagnosis in large
scale and noisy networks. Proceedings of INFOCOM 2010, San
Diego, USA, 2010

Qiao Y , Qiu X S, Meng L. M. Efficient probe selection for fault
localization using the property of submodularity. International
Journal of Communication Systems (SCI), 2013, 26(1):84~99
Qiao Y, Cheng L, Qiu X S, et al. An efficient active probing
based method for fault diagnosis using bayesian network. China
Communications (SCIE), 2011, 8(7):1~11

Qiao Y, Cheng L, Qiu X S, et al. A methodology used to
optimize probe selection. Proceedings of GLOBECOM 2010,
Miami, USA, 2010

Steinder M, Sethi A S. A survey of fault localization techniques
in computer networks. Science of Computer Programming, 2004
(3):165~194

Natu M, Sethi A S. Probe station placement for fault diagnosis.
Proceedings of IEEE GLOBECOM 2007, Washington, DC, USA,
2007

Pan Y L, Qiu X S, Zhang S L. Probe station selection in
non-deterministic and dynamic virtual network environment.
Journal of Information & Computational Science (JICS), 2012(1):
191~202
Steinder M, Sethi A S. End-to-end service failure
Proceedings of IEEE/IFIP
(NOMS’02), Florence,

diagnosisUsing  belief networks.
Network Operations Management Symp
Italy, 2002:375~390

Lee G J, Poole L. Diagnosis of TCP overlay connection failures
using bayesian networks. Proceedings of ACM SIGCOMM, Pisa,
Italy, 2006: 305~310

Cheng L. Probabilistic fault diagnosis for IT services in noisy
and dynamic environments. Proceedings of IM 2009, Long
Island, NY, USA, 2009:149~156

Steinder M, Sethi A S. Increasing robustness of fault localization
through analysis of lost, spurious and positive symptoms.
Proceedings of IEEE INFOCOM, New York, USA, 2002: 322~
331

47



-
TR ARMBERENRRBEEA

21 Steinder M, Sethi A S. Probabilistic fault diagnosis in
communication systems through incremental hypothesis updating.
Computer Networks, 2004 (45):537~562

22 Kandula S, Katabi D, Vasseur J P, Shrink: a tool for failure
diagnosis in IP networks. Proceedings of ACM SIGCOMM,
Philadelphia, USA, 2005

23 Kompella R R, Yates J, Greenberg A, et al. IP fault localization
via risk modeling. IEEE Transaction on Dependable and Secure
Computing, 2010,7(4):396~409

24 Kompella R R, Yates J, Greenberg A, et al. Detection and
localization of network black holes. Proceedings of IEEE
INFOCOM 2007, Anchorage, Alaska, USA, 2007:2180~2188

25 Szeto W, Iraqi Y, Boutaba R. A multi- commodity flow based
approach to virtual network resource allocation. Proceedings of
IEEE GLOBECOM, 2003: 3004~3008

26 Zhu Y, Ammar M. Algorithms for assigning substrate network
resources to virtual network components. Proceedings of IEEE
INFOCOM 2006 San Francisco, USA, 2006

27 Lu J, Turner J. Efficient Mapping of Virtual Networks onto A
Shared Substrate. Technical Report WUCSE-2006-35, Washington
University, 2006

28 Fan J, Ammar M, Dynamic topology configuration in service
overlay networks-a study of reconfiguration policies. Proceedings
of IEEE INFOCOM 2006, Barcelona, Catalunya, Spain, 2006

29 Chowdhury N M M K, Rahman M R, Boutaba R. Virtual
network embedding with coordinated node and link mapping.
Proceedings of IEEE INFOCOM 2009, Riode Janeiro, Brazil,
2009:783~791

30 Lischka J , Karl H. A virtual network mapping algorithm based
on sub-graph isomorphism detection. Proceedings of ACM
SIGCOMM VISA 2009, Barcelona, Spain, 2009

31 Fajjari 1, Aitsaadi N, Pujolle G, et al. VNE-AC: virtual network
embedding algorithm based on ant colony metaheuristic.
Proceedings of 2011 IEEE International Conference on
Communications (ICC), Kyoto, Japan, 2011

32 Guo T, Wang N, Moessner K. Shared backup network provision for

virtual network embedding. Proceedings of 2011 IEEE International
Conference on Communications (ICC), Kyoto, Japan, 2011

33 Yu H F, Anand V, Qiao C M, et al. Cost efficient design of
survivable virtual infrastructure to recover from facility node
failures. Proceedings of 2011 IEEE International Conference on
Communications (ICC), Kyoto, Japan, 2011

34 Qiao C, Guo B, Huang S, et al. A novel two-step approach to
surviving facility failures. Proceedings of OFC, Los Angeles,
USA, 2011

35 Hu Q, Wang Y, Cao X J. Location-constrained survivable
network virtualization. Proceedings of the 35th IEEE Sarnoff
Symposium (SARNOFF), Newark, New Jersey, USA, 2012

36 Yu H, Qiao C. Survivable virtual infrastructure mapping in a
federated computing and networking system under single regional
failures. Proceedings of IEEE Globecom 2010, Miami, USA,
2010

37 Zhu Y, Ammar M. Algorithms for assigning substrate network
resources to virtual network components. Proceedings of IEEE
INFOCOM 2006, Barcelona, Catalunya, Spain, 2006

38 Rahman M, Boutaba R. SVNE: survivable vrtual network
embedding algorithms for network virtualization. IEEE Transactions

on Network and Service Management, 2013(2)

[E&E ]

EH, L, ARk A B,
T 5T 7 16 S I 46 i 04k B B R 25 3 5
B0 IB AT A F0 T IR 4545 F0 . I %6 4% 3
558 15

EBE L, db IR K2
B A

WA A=, 32 BRI T 1] g ) 4%

(A5 B 1 :2013—-07-20)

-
03 FF2EZEEFEINEEEFRE
8 br % K L¥v; KRR F K bl AT AR B
SRR K Tk 15 955 723 1150 016
Hob K45 4 bk K B Tk 892 845 24 401
[P 72 K a4 HL T A e ML o 3 ity 1478 -130.5
Jas FHZE e L 75 1 Tl 42 376.3 -1530.2
v 4 AR 5 Jill 22 954.8 4472
3 H i A ML Jip 190 734.4 7 864.6
LB 9 5 4 A s JiA 34 875.3 2 766.8

48

CR B T Ao fE B AL BRI AT 5 B8 B )



